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Abstract

A cybersecurity incident is any event that directly or indirectly affects the
confidentiality, availability, or integrity of a system or a service (or its data).
The aim of a cyber-incident management process is to restore normal service
levels as quickly as possible, by mitigating or eliminating the effects of
system service disruptions. During the different phases of a cyber-incident
management process, the documentation can be confusing and difficult to
comprehend, making it ineffective. This paper aims to improve cyber-incident
management processes that already exist by introducing feature models in
order to handle incident documentation, classification, prioritisation, and mit-
igation. An example of an improved cyber-incident process is evaluated with
respect to its efficiency and effectiveness, by conducting two case studies.
The results of this work reveal that the improved process increases efficiency
in addressing and repairing cyber-incidents by reducing the incident response
time.

Keywords: Incident management process, cyberattack, incident response
team, feature model.

Journal of Cyber Security and Mobility, Vol. 13 4, 701-724.
doi: 10.13052/jcsm2245-1439.1346
© 2024 River Publishers



702 K. M. Ignaim and J. M. Fernandes

1 Introduction

In the ever-changing cybersecurity landscape of the present day, every organ-
isation, regardless of its size, nature, or industry, is exposed to cyberattacks.
Cyberattacks have become a major concern for many organisations, posing
serious threats to the security and functionality of various systems and
networks [1]. A cyber-incident can rapidly escalate into a business crisis,
resulting in financial losses, legal consequences, operational disruption, and
reputational harm [2]. Thus, organisations are increasingly investing in cyber-
incident management processes to detect, respond to, and recover from these
incidents [3]. A cyber-incident is defined as any unauthorised access, disclo-
sure, disruption, or destruction of information or systems, whether intentional
or accidental [4,5].

Several approaches have been proposed to address cyber-incidents [6-9],
but most of them do not guarantee complete prevention [10]. It is essential
for organisations to adopt an approach that includes rigorous documentation
of incident response procedures, regular training for the incident response
team (IRT), and constant monitoring and updating of security measures [4].
This comprehensive approach ensures that the organisation is well-prepared
to identify, control, and mitigate cyber-incidents in a timely manner.

There has been a significant amount of research conducted on the subject
of improving cyber-incident processes [11-17]. A cyber-incident needs to be
documented clearly to ensure that all relevant information is captured and can
be analysed for future reference [4]. As the cyber-incident community contin-
ues to document incidents, there is a need for reflection on how information
is captured and how taxonomies can either facilitate or impede meaningful
analysis [18]. This documentation includes details such as the date and
time of the incident, the actions taken by the IRT, and any vulnerabilities
or weaknesses in the system that were exploited. By clearly documenting
cyber-incidents, organisations can track patterns and trends, identify areas
for improvement, and develop more effective strategies for preventing and
mitigating future attacks. However, traditional cyber-incident management
processes often lack the flexibility and efficiency necessary to handle the
ever-evolving nature of cyberattacks. Therefore, this research proposes an
improved cyber-incident management process that leverages feature models
(FMs) [19] to address the limitations of existing approaches. The FMs are
incorporated into the incident documentation, prioritisation, and mitigation
phases.
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The novelty of the proposed work lies in applying FMs to cyber-incidents
management process, which, to our knowledge, has not been explored before.
This approach can provide a systematic and flexible way to manage cyber-
incidents, allowing organisations to effectively address and mitigate the
impact of such incidents. By using FMs, one can identify the key features
of cyber-incidents and use them to create customisable incident response
plans tailored to their specific needs and requirements. This can lead to
more efficient and effective incident response, reducing the overall impact
of cyber-incidents on organisations.

The capacity of FMs to systematically categorise and prioritise features
(of systems) justifies their use in this work [20-22]. FMs are known as one
of the key models used in software product line engineering [19, 23]. They
provide a systematic way to represent and manage the common and variable
parts of a set of related software products [24]. In this study, FMs are used
to capture, to analyse, and to improve the different aspects of the cyber-
incident management process. By using FMs, one is able to identify the
essential features that contribute to the efficiency of the IRT and to determine
the necessary steps for improvement. This approach provides a valuable
improvement to cyber-incident management capabilities. We conducted two
case studies to evaluate the performance of the improved process and com-
pare it with the existing one. The results reveal that the improved process
significantly reduces the mean time to repair (MTTR) after an incident is
handled and improves the overall incident resolution.

1.1 Contributions

Our study contributes to the existing body of knowledge on cyber-incidents
from several perspectives.

Firstly, this study builds upon prior research by employing a systematic
methodology to resolve cyber-incidents. Previous research has proposed
similar concepts, (e.g., [11-14]). However, there is no comprehensive study
that promotes the usage of feature modelling methods in the context of
cyber-incident management processes.

Secondly, the majority of the research on cyber-incident management
processes has been defined and applied to specific fields (e.g., [11,25-27]).
While the first case study in the evaluation of our work is drawn from the
e-commerce sector, this paper includes a second case study that is focused on
several sectors where cyber-incidents can occur.
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Thirdly, our work sets up a foundation for the research community to
conduct further research on feature-based incident responses by elaborating
on or adapting the feature-based process. We also show that the feature
modelling technique can be integrated within a traditional cyber-incident pro-
cess through targeted refinements and improvements to the baseline incident
response, while allowing for the flexibility of the response.

1.2 Challenges of the Study

When a cyber-incident occurs, it is often unclear what information should be
recorded about the incident. Currently, the data that are tracked are largely
driven by compliance for reporting requirements and valuable information
is not recorded, or information is not recorded in a way that makes analysis
easy. For example, incidents are often documented in unstructured reports
that require a manual analysis to identify trends. Explicitly recording certain
data in a structured form makes analysis much more accurate and efficient.

1.3 Structure of the Paper

The rest of the paper is organised as follows. Section 2 provides an overview
of previous works on cyber-incident management processes. Section 3
describes the major aspects of feature models. Section 4 presents the feature-
based cyber-incident management process (FbCIMP), the central part of this
paper. Section 5 illustrates the use of the FbCIMP with an example. The
evaluation of the FbCIMP is discussed in Section 6. An analysis of the
threats to the validity of the evaluation of the work is presented in Section 7.
Section 8 concludes the paper and indicates some possible future work.

2 Related Work

There have been numerous prior studies conducted in field related to cyber-
incident management processes. The majority of them appear to place
significant reliance on standards, such as ITIL 4. The majority of research
efforts in this domain can be categorised into two distinct fields: (1) theoret-
ical approaches, which provide a series of principles to adhere to throughout
the incident management life cycle, and (2) the availability of both free
and commercial solutions for addressing incident management scenarios.
Latrache et al. [10] tackle the challenges faced by existing incident man-
agement systems, by proposing a solution that uses the ITIL standard and
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multi-agent technology. This ensures a streamlined and automated inci-
dent handling process, eliminating the complexities associated with current
systems. Furthermore, the authors introduce a semantic matchmaking algo-
rithm to improve the accuracy and efficiency of incident matching. Overall,
their approach aims to provide a more effective and user-friendly incident
management system.

Ruskojarvi [28] developed a security incident management process for
a network operation centre and conducted testing of these processes in
a controlled laboratory setting. Additionally, an action plan for ongoing
improvement was devised. The objective of this study was to develop oper-
ational procedures and protocols that are effective and capable enough to
effectively address security issues.

Kettunen [4] highlights the importance of communication and collabo-
ration skills, for effective incident management. He also stresses the need
for technical expertise in cybersecurity and the ability to quickly analyse
and respond to security incidents. Additionally, the author recommends the
development of leadership and decision-making skills to ensure efficient
management of the virtual security IRT. By implementing these recommen-
dations, the organisation can navigate the organisational changes successfully
and establish a robust security incident management process.

Oriola et al. [7] implemented a collaborative-based national cybersecurity
incident management system that brings together different stakeholders, such
as government agencies, private companies, and cybersecurity experts. The
system allows for real-time information sharing and coordination among
these stakeholders, enabling a faster response to cyber-incidents. Addi-
tionally, the system incorporates advanced analytic and machine learning
algorithms to identify and mitigate cyberthreats more effectively. Overall, the
results demonstrate the effectiveness and reliability of the proposed collab-
orative approach in improving the cybersecurity posture of the information
and communication technology ecosystem.

Kuhn [6] explored the importance of the Expanded Incident Life-cycle
and its impact on the overall quality of IT services. By understanding and
implementing this concept, IT professionals can effectively manage incidents
and ensure timely resolution. The author also discussed how each stage of
the lifecycle plays a crucial role in maintaining customer satisfaction and
minimising downtime. Additionally, real-life examples and practical tips
were provided to illustrate the practical application of the Expanded Incident
Life cycle in different IT environments.
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To our knowledge, there were no previous works on the use of FMs
in cyber-incidents management. The works that utilise FMs tackle soft-
ware engineering problems, such as software maintenance, emergence repair
requests, and requirement engineering tasks [29].

With respect to previous work related to cyber-incident management pro-
cess, this work also contributes to cyber-incident documentation and priori-
tisation by providing a structured approach to categorising and documenting
incidents based on their features. This allows organisations to prioritise their
response efforts based on the severity and potential impact of each incident.
Additionally, the use of FMs enables organisations to continuously improve
their incident response plans by identifying common features across incidents
and implementing proactive measures to prevent future occurrences. Overall,
this work continues and expands the previous scientific efforts in the field
of cyber-incidents management by providing a structured framework that
improves incident response capabilities. Furthermore, the use of FMs enables
organisations to tailor their incident management strategies to their specific
needs and requirements. This approach also facilitates the identification of
potential gaps or weaknesses in the documentation and prioritisation of the
incident response process, allowing for continuous improvement and refine-
ment. Ultimately, the application of FMs in cyber-incidents management
contributes to improving the overall cybersecurity process.

3 Feature Models

An FM depicts the common and variable features of concept instances, as
well as their interdependencies [30]. Each FM depicts in a tree a set of
features and their interrelationships. Relationships between a parent feature
and its child features (or sub-features) are categorised as:

* Mandatory features are required in the concept instance.

* Optional features are optional in the concept instance.

* Or features, in which one or more must be selected if the parent feature
is selected.

* Alternative features, where exactly one sub-feature must be selected if
the parent feature is selected.

Figure 1 depicts some graphical elements, including relationships, that can be
used in FMS. Besides these relationships, FMs allow propositional logic for-
mulas about features (i.e., dependencies among the features) to be expressed.
For instance, the formula “Camera requires High Resolution™ states that if
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Figure 1 The notations of FMs.
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Figure 2 FM example from mobile phone domain.

the Camera feature is selected, the High Resolution feature must be selected
(see Figure 2).

FM represent all the possible (valid) configurations of the model. For
example, the configurations {Mobile Phone, Screen, Colour, Media, MP3}
and {Mobile Phone, Screen, Colour, Media, Camera} are valid for the model
in Figure 2. However, the configuration {Mobile Phone, Screen, Colour,
Media} is invalid because the Or relationship among Media, Camera, and
MP3 states that whenever Media is chosen, either Camera or MP3 must be
selected.

4 Feature-based Cyber-incident Management Process

4.1 Problem Statement

The current cyber-incident management documentation can be confusing
and hard to comprehend [4]. The cyber-incident process should be well-
documented, yet straightforward enough for anyone to comprehend it. The
cyber-incident management process should function in such a way that inci-
dents can be prioritised and resolved swiftly, and that we can learn from
previously resolved incidents. The cyber-incident management process needs
to be continuously updated and developed in order to meet the demands of
the future, just like any other process within an organisation. Moreover, the
roles of participants in the security incident management process should be
clear to the members of the IRT, who are responsible for mitigating the impact
of incidents and assisting the business in resuming operations as quickly as
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is feasible [31], and to those who need to report incidents. Without this, the
cyber-incident management process does not function properly, resulting in
standstills and potentially unreported incidents.

4.2 The Improved Process

In this section, we present a feature-based cyber-incident management pro-
cess (FbCIMP). As the baseline, we use the cyber-incident management
process (Figure 3), which is improved with feature modelling. The purpose
of the improved process is to minimise the negative impact of incidents by
restoring normal service operations as quickly as possible.

We propose the use of FMs to handle incident requests. This choice aims
to benefit from the flexibility and adaptability provided by FMs. By using
FMs, the incident management process can be improved, by allowing for
easier customisation of incident requests based on the specific needs and
requirements of the organisation. This results in a more efficient and effective
incident management process, leading to a higher likelihood of incidents
being reported and addressed in a timely manner. Additionally, FMs can also
help in identifying and prioritising incident response actions, ensuring that
resources are allocated appropriately to mitigate the potential impact of future
security incidents. The steps of the cyber-incident process are as follows:

* Identification: This step involves detecting and recognising an incident,
either through proactive monitoring or by receiving reports from users

/‘_"\
N '4
9-6

Figure 3 The cyber-incident management process.
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» Logging: Once an incident is identified, it is important to record all rel-
evant information about the incident, including its description, impact,
and urgency.

» Categorisation: In this step, incidents are categorised based on their
nature and impact, which helps prioritise their resolution. For this pur-
pose, incidents are categorised by severity, impact, and service level
agreement constraints.

* Prioritisation: Incidents are then prioritised based on their urgency
and impact on the organisation, ensuring that the most critical ones are
addressed first.

* Diagnosis: This step involves investigating the root cause of the incident
to determine the relevant characteristics of the occurred incident and
the underlying issue that needs to be resolved, and assigning the proper
responsibilities for the IRT.

* Resolution: Once the root cause of the incident is identified and a
solution is found, actions are taken to resolve the incident.

As shown in the top of Figure 4, the improved FbCIMP involves two main
phases: (1) record and (2) manage. The record phase handles the identi-
fication and logging of incidents. Once the IRT identifies or gets notified
about the incident, it captures enough information about it, including its type,
time, and source. As depicted in Figure 4, during the logging step, the IRT
models a cyber-incident FM that contains several features, like Incident ID,
Source, and Time, that help to record and monitor incidents. The record
phase becomes the basis for the management phase, which includes the
categorisation, prioritisation, diagnosis, and resolution steps.

In the categorisation step, the IRT classifies and categorises the incident
according to a specific scheme (i.e., set of criteria). As presented in Table 1,
each incident criterion represents a parent feature (e.g., Incident Type is a
parent feature) and the values of the criterion represent a sub-feature of the
FM (e.g., cyberattack is a sub-feature). The IRT records the classification
information of the cyber-incident in a sub-FM of the cyber-incident FM,
which is designated, in this work, as the categorisation sub-FM (the part
marked with a red line in Figure 6). The priority of an incident is typically
determined in the prioritisation step by assessing its impact and urgency. It
requires careful consideration of the unique circumstances surrounding each
incident. The IRT records the prioritisation of incidents in the form of a
sub-FM in the cyber-incident FM (Figure 7).
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Figure 4 (top) The FbCIMP for a single cyber-incident; (bottom) the steps of the diagnosis

activity.

Incident

Categorisation

Figure 5 Abstract FM of a cyber-incident: view 1. The number inside a rounded rectangle
represents the number of features in the subtree of a collapsed feature. Collapsing a feature

hides its subtree to ease the visualisation.

Table 1 Classification of cyber-incidents

Feature Incident Type Incident Severity Affected Service
cyberattack low avionics
system compromise  medium communication systems
sub-feature  malware infection high flight control
inside threat critical

website defacement
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Incident

| Categorisation |

| Incident Severity |

|Affected Servicel

|Critical| |High| |Medium| | Low | |AV| |cs | |FC|

Figure 6 Abstract sub-FM of a cyber-incident: view 2. CA: cyberattack, DB: data breach,
SC: system compromise, MI: malware infection, ITH: insider threat, WD: website deface-
ment, AV: avionics CS: communication systems, FC: flight control.

Incident

Categorisation

High Priority| [Medium Priority | | Low Priority

Figure 7 Abstract FM of a cyber-incident: view 3.

After recording the information related to the cyber-incident in the
FM, in the diagnosis step, the IRT starts to search in the FM for similar
incidents previously solved in order to minimise the response time and
the resources consumed. Based on the result of the feature-based incident
matching process, one of the following activities is performed:

* If the presented incident has already occurred and was resolved, the
IRT forwards the discovered solution in the FM to the requester and
calculates the productivity rate.

* If the provided occurrence occurs for the first time, the IRT forwards the
gathered information to the diagnosis team.

4.3 Feature-based Incident Matching Process

Once an incident has been recorded and categorised, the IRT examines
past incidents (represented in this work by cyber-incident FMs) for similar
incidents that have already been detected and resolved. As shown in Fig-
ure 8, one form of incident information is captured using a specified XML
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<and abstract="true” mandatory="true” name="Categorization”>

< graphics key="collapsed” value="false”/>

<alt mandatory="true” name="Incident Type”>
< graphics key="“collapsed” value="false”/>
<feature name="cyberattack”/>
< feature name="‘data breach”/>
<feature name="‘system compromise”/>
<feature name="“malware infection”/>
< feature name="insider threat”/>
<feature name="website defacement™/>

</alt>

<alt mandatory="true” name="Incident Severity”>
< graphics key="“collapsed” value="false”/>
<feature name="Critical”/>
<feature name="High”/>
<feature name="Medium”/>
<feature name="Low”/>

</alt>

<alt mandatory="true”” name="Affected Service”>
<feature name="‘avionics”/>
< feature name="communication systems”/>
<feature name="flight control”/>

</alt>

</and>

Figure 8 The XML format of the categorisation sub-FMs.

<alt name="Incident Type”>
<feature name="Value”/>

<alt name="Incident Severity”>
<feature name="Value”/>

<alt name="Affected Service”>
<feature name="Value”/>

Figure 9 The XML matching tags.

representation (ID, Time, Source, Incident Type, Incident Severity, Affected
Service). The proposed feature-based incident matching algorithm follows
the work presented in [10]. In the matching process, we are just interested in
the information included in the matching tags, as shown in Figure 9.

The matching between incidents is based on comparing the current inci-
dent with the past incidents to find any similarities, including Source, Incident
Type, Incident Severity, and Affected Service tags. To accomplish this task, the
matching algorithm employs semantic matching techniques, which means
that the matching between incidents is not syntactic but rather based on
their relationship. Based on previously recorded incident information, this
matching represents the shared vocabulary for incidents. On the other hand,
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because it is based on semantic principles, the key advantage of this process
is that it improves the accuracy of the matching process.

The matching algorithm employed for incident representations recognises
four distinct degrees: (i) exact matching refers to the scenario where two
incidents are identical in all aspects (i.e., the current incident matches one of
the past incidents); (ii) includeln matching occurs when the current incident
includes one of the past incidents; (iii) subsume matching is similar to
includeln but the current incident is more generic than all of the past inci-
dents; and (iv) fail matching is when incidents are different, i.e., the current
incident does not match any one of the past incidents. When an incident
matching request is made, the IRT performs a calculation to determine the
similarity degree (SD) between the current incident and the past incidents
regarding the matching tags, according the following alternatives:

* SD = 3, if the current incident matches the past incident.

* SD = 2, if the current incident includes the past incident.

* SD = 1, if the current incident is more generic than the past incident.
* SD = 0, if the current incident does not match the past incident.

The final SD is calculated by the IRT based on the average of the SDs. If
the SD is higher than the threshold (SD > 2), the current incident and the
past incident are similar. In this case, the past incident has a high possibility
of containing a solution that satisfies the current incident. When the final
SD is between one and the threshold (1 < SD < 2), the past incident
is a possible candidate to satisfy the current incident (i.e., includeln and
subsume matching). In another case, where there is no match between the
current incident and past incident, the IRT needs to find a solution to resolve
the incident. This process ensures that incidents are handled efficiently and
effectively, minimising any impact on the system or services.

5 Running Example

This section presents an illustrative example of the use of the FbCIMP. To
explain the steps of the proposed process, the running example illustrates a
scenario in which a software development team is responsible for creating a
new e-commerce website. A relevant feature of this website is the inclusion
of a “Shopping Cart” functionality. In the record phase, customers report an
incident—a problem with the Shopping Cart feature. They state that when
they try to add items to the cart, the system adds multiple expensive items to
their shopping cart without their knowledge. As shown in Figure 10, in the
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Incident

Source:unauthorized access | | Time:5PM| | Categorisation

Incident Type | | Incident Severity | | Affected Service | |High Priority

o o

Incident threath Critical | | Communication systems

Figure 10 The FM of the recorded cyber-incident.

Incident

Source:unauthorized access | | Time:7PM| | Categorisation

Incident Type | | Incident Severity | | Affected Service | |High Priority

o o

Incident threath Medium| |Communication systems

Figure 11 The FM of the past cyber-incident.

logging step, the IRT records the incident information in an FM with respect
to the following features: ID, Source, Time, Incident Type (shopping cart
error), Incident Severity, Affected Service, and Priority.

The management phase starts with the categorisation of the incident. As
shown in Figure 10, the IRT builds the categorisation sub-FM. Additionally,
in the prioritisation step, the team assigns a prioritisation degree (i.e., High
Priority) to the incident. In the diagnosis step, the IRT starts to search in
the past incidents/FMs for similar incidents previously solved. The matching
process produces a matching between the current incident (Figure 10) and one
of the past incidents (Figure 11) with SD = 2. The SD is between one and
the threshold. This implies that the past incident contains a possible candidate
solution to satisfy the current incident. At this time, the incident is assigned
to a developer responsible for the Shopping Cart feature. He is tasked with
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fixing the problem based on the candidate solution (diagnosis and resolution
steps).

6 Evaluation

To illustrate the usefulness of the proposed process and its potential to
improve the traditional cyber-incident management process, two case studies
were conducted.! While the first case study was undertaken in the setting
of e-commerce, the second one was implemented among the most sensitive
industries to cyberattacks.

In both cases, the MTTR metric is used, since it is critical to measure the
efficiency of incident management processes. MTTR is the average time that
it takes to repair a system, after an incident has occurred. In the evaluation of
the proposed process, MTTR is useful in tracking how fast the IRT was able
to repair the systems under consideration. Thus, the metric measures how
swiftly the IRT can repair the system. The goal is to keep the number as low
as possible by increasing efficiency.

6.1 Case Study #1

The first case study was conducted at one company that is related to the e-
commerce domain. We aimed to obtain initial feedback on the usability of
the proposed process in order to decide if it was worthwhile to continue with
a formal case study. We compared the proposed process with a similar cyber-
incident management process (baseline process, Figure 3) according to the
MTTR metric. We collected data for the MTTR of both processes over a
one-month period (while the IRT responded to e-commerce incidents) and
analysed the results. The incidents are related to the Shopping Cart feature
presented in Section 5. A cyber-incident involving the shopping cart of an e-
commerce website typically refers to a security breach or issue that affects
the functionality, integrity, or privacy of the online shopping cart system.
Table 2 presents the cyber-incidents related to e-commerce shopping carts.
To evaluate the proposed process, we asked the IRT? of the company to
resolve incidents (Table 2) using both the cyber-incident management process
(CIMP) and the FbCIMP. Thus, we formulate the following hypotheses:

!'They are presented at https://github.com/karamignaim/CICS.
"Due to confidentiality issues, the name of the company is not disclosed.
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Table 2 The cyber-incidents involved in the e-commerce website
D Incident
1  Data breach: Hackers gain unauthorised access to the platform database.

Payment gateway: Hackers breach the payment gateway integrated with
the shopping cart.

3 Phishing campaigns: Hackers send phishing emails or create fraudulent
websites that mimic the e-commerce site shopping cart.

4  Software update vulnerabilities: Failure to apply security patches and
updates to the shopping cart software can leave it vulnerable to known exploits.

* Hy: FbCIMP is less efficient in resolving and preventing incidents
compared to CIMP.

* H;: FbCIMP is more efficient in resolving and preventing incidents
compared to CIMP.

As shown in Table 3, the analysis of the results show that our process has a
significantly lower MTTR records compared to the baseline process over the
weeks under evaluation. This indicates that the proposed process is effective
in reducing downtime and resolving incidents more efficiently. Further, it
means that our process is more efficient in reducing the MTTR compared to
the baseline process. The lower MTTR records indicate that our process can
resolve issues and restore normal operations faster, leading to reduced down-
time and improved productivity. These findings validate the effectiveness of
our process and highlight its potential to improve operational efficiency in
the long run. Table 3 presents a comparison of the MTTR metric for both the
CIMP and the FbCIMP, with respect to the cyber-incidents involved in the
shopping cart of an e-commerce website. Overall, the results of the evaluation
allow the null hypothesis (Hp) to be rejected and the alternative one (H;) to
be accepted.

The results of Table 3 reveal that the FbCIMP reduces MTTR by 31%
(%), which gives a positive indicator that it is more efficient when
compared to the CIMP.

The values in Table 3 are related to specific real-world incidents. MTTR
can vary significantly based on organisation size, maturity of incident
response processes, incident complexity, and other factors. Additionally,
the effect of particular fundamental causes on MTTR may vary between
organisations. Measuring and analysing MTTR metrics regularly is essential
for identifying opportunities to improve incident response processes. Organ-
isations can use these statistics to set targets, allocate resources, and optimise
their incident management strategies.
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Table 3 Weekly MTTR values (in hours) for CIMP and FbCIMP

Process Mean
Week1 Week2 Week3 Week4
Management e e e e MTTR
CIMP 20 48 18 36 30.5
FbCIMP 18 36 12 18 21.0

6.2 Case Study #2

The second case study assesses the effectiveness of the FbCIMP, with a focus
on MTTR, in five different companies from various sectors. This case study
has been defined and applied to the top industries at risk for cyberattacks,
namely finance, healthcare, and education. The study evaluates how the use
of the proposed process impacts the ability of the IRT of each company
to respond swiftly to cyber-incidents and mitigate potential damages. High-
risk industries are continuously exposed to cyberthreats, so a rapid response
is essential in minimising risks. Thus, to apply this case study, we asked
companies to adopt FbCIMP to improve their incident response capabilities.
The primary objectives of this case study are (i) to evaluate how the FbCIMP
impacts MTTR in high-risk industries, (ii) to identify unique factors influ-
encing MTTR within different cyberattacks, and (iii) to provide insights and
recommendations based on the evaluation findings.

To conduct the case study, in the first phase, we selected five companies
from high-risk industries (Table 4). These industries were chosen due to their
vulnerability to cyberattacks and the potential impact on critical systems
and their data. In the second phase, we asked the companies to adopt our
process to respond to cyber-incidents during one month, and we gathered
data through interviews with company representatives, including IT person-
nel and cybersecurity experts. The primary metric for evaluation is MTTR.
In the next phase, we conducted a comparative analysis of MTTR across
the selected companies to identify differences and similarities between the
proposed process and the baseline one adopted by each company (Table 4).
By evaluating the effectiveness of both processes, we aimed to determine the
impact of the proposed process on the MTTR.

As shown in Table 4, Company A scores an average MTTR of three
hours, driven by a proactive approach to threat detection and well-defined
response protocols. Company B has an average MTTR of five hours, influ-
enced by strict regulatory requirements, resource constraints, and the need for

3

3Due to confidentiality issues, the names of the companies are not disclosed.
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Table 4 Evaluation of the MTTR for five different companies in high-risk sectors

Compan, Industr MTTR (Hours)
P ¥ FoCIMP CIMP (Baseline)
A finance 3 4
B healthcare 5 7
c education 7 9
D finance 4 6
E healthcare 6 9
10
[ B FbCIMP 9 9
z sf|lo cme | :
) 6 ;
g © 5
a4 4 ,
E o4
=
2 2 HH
A B C D B
company

Figure 12 Comparison of FbCIMP and CIMP in high-risk sectors.

specialised healthcare data protection. Company C is concerned with infras-
tructure registers with an average MTTR of seven hours due to the complexity
of securing critical infrastructure systems and coordination with regulatory
bodies. Company D has an average MTTR of four hours and has benefited
from advanced threat detection tools and efficient communication channels.
Finally, company E has on average an MTTR of six hours, challenged by
regulatory compliance requirements and resource allocation issues.

In each company, we divided the participants in the case study into two
groups. The first group responded to cyber-incidents using the FbCIMP,
and the second group using the baseline process (CIMP). At this time, an
analysis was conducted to assess the average of the MTTR values among
various companies over the course of one month. The assessment comprised
contrasting the utilisation of the FbCIMP with the CIMP throughout the
same time frame. In the final phase, as part of the case study, we calculated
the MTTR values for both teams over the different sectors (Table 4 and
Figure 12).

The comparative analysis between both processes shows that the MTTRs
for all companies with the FbCIMP are lower when compared with the CIMP.
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The use of FbCIMP consistently leads to shorter response times compared
to the baseline process in health care, finance, and education sectors. This
indicates that incorporating FMs into the cyber-incident process is effective
in improving response times across different high-risk sectors. The data
suggests that companies could consider the FbCIMP to improve their incident
response capabilities and minimise downtime in critical situations.

7 Threats to Validity

When evaluating the FbCIMP, there are several potential threats to validity
that one should be aware of. They are next presented.

Construct Validity: This threat relates to how the measures used to evaluate
the proposed process accurately reflect the underlying constructs of interest.
To mitigate this risk, we made efforts to ensure that the selected metrics and
evaluation criteria align with the objectives of the FbCIMP.

Internal Validity: This pertains to the degree to which the observed effects
(MTTR) can be related to the performance of the proposed process and not
other factors. To improve internal validity, we attempted to use a controlled
experimental design whenever possible and to account for variables that may
have influenced the results.

External Validity: External validity refers to the generalisability of the
findings beyond the proposed process to various types of organisations and
cyber-incidents. If the participants do not accurately represent the target
user population or if the evaluation setting is not reflective of real-world
conditions, external validity may be threatened.

Maturation and Time Effects: Over time, participants may become more
familiar with the proposed process, which could result in fluctuations to their
evaluation. To control this threat to validity, we asked participants in the
evaluation to work with various types of incidents, and we tried to conduct
the evaluation at intermittent intervals.

8 Conclusion and Future Work

This paper provides a process for incorporating feature modelling into cyber-
incident management processes. Having a clear incident response strategy
is critical for organisations to manage cyber-incidents efficiently. The pro-
posed process uses FMs to identify, classify, prioritise, and resolve potential
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cyber-incidents based on their source, type, and severity. The improved pro-
cess shows promising improvements in this aspect, indicating a positive step
towards better cyber-incident response. This allows organisations to allocate
resources more effectively and focus on the most critical incidents first.

Overall, the FbCIMP process improves the ability of organisations to
respond to and recover from cyber-incidents. The evaluation of the proposed
process, with two case studies, proves that the use of FMs significantly
improves the efficiency of the cyber-incident management process. It also
reduces MTTR, allowing organisations to quickly identify and address
cyberthreats before they cause significant damage. In future work, we plan
to use the attributed FM, as described in [32], in incident management, which
offers a structured and customisable approach to capturing incident infor-
mation and leads to better reporting, decision-making, and overall incident
response effectiveness.
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