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Abstract. The traditional business models exploited in networking are
changing into industry verticals, which in turn builds new applications
with striking and specific requirements. Therefore, the service-oriented,
fully programmable, and flexible features that translate to sliced-capable
networks are fundamentals in the design, deployment, and orchestration
of networks such as 5G and beyond. Also, application consumption expe-
riences are moving towards pervasiveness, and it is necessary to address
the established inter-domain constraints uniformly. Leveraged by SDN,
Cloud/Edge Computing, and NFV, several state-of-the-art proposals aim
to address multi-domain slice deployment. However, they focus on multi-
domain control plane efforts, leaving numerous data plane challenges
openly. This paper seeks to overcome the multi-domain slice establishing
issues through a source routing and BGP-based approach to provide slice
abstraction to cope with application requirements. A proof-of-concept
called NASOR was implemented and validated using VxFs use-cases.
The results showcase its deployment suitability in traditional core net-
works and enhancement of the end-user experience.

Keywords: Multi-domain · NFV · Segment Routing · SDN · Network
slicing

1 Introduction

The network Core needs new management design and formats. According to the
Cisco forecast report, in 2022, 71% of IP traffic will be generated by mobile and
wireless devices [1]. Also, Ericsson asserts that by 2025, there will be 8bn mobile
broadband subscriptions, of which 2.6bn will be 5G. The data volume generated
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by these subscribers will be 160 exabytes, wherein 76% is video traffic [2]. Hence,
fully-automated management and service orientation features are mandatory at
various network levels. Therefore, efforts to address this challenge are discussed
and developed by academia and industry.

Internet Service Providers (ISP) infrastructure comprises a myriad of devices
from several vendors and specific domains and levels such as Core, WAN, Radio,
and Edge. Also, the nature of the telecommunications market is fragmented, so
there are many networks and cloud operators. The heterogeneity of domains and
their technologies has brought with it the challenges of fully-management and
resource orchestration. Also, the connectivity format of these infrastructures
is complex, error-prone, expensive, and very time-consuming. Also, compute
resources management, formerly separate from network resources management,
has now been handled uniformly to take into account quality of service and
programmability [3].

Through new technology enablers such as Software-Defined Networking
(SDN) [4], Network Function Virtualization (NFV) [5], Cloud/Edge Comput-
ing [6], Source Routing (introduced by RFC 7855), specifically Segment Routing
(SR) [7–10], the network slicing has taken shape in the 5G network specifica-
tion and beyond. According to [11–13], the network slicing concerns an instance
of the network, which has management independent of the physical layer and
beyond as an essential feature to provide network slicing.

Advances in network Core are early stages, whereas RAN, Edge, and Access,
there are significant advances [14–17]. Hence, we propose NASOR, a fully-
layered, multi-domain slice establishing a solution for Virtualization Everything
Functions (VxFs). The NASOR underlying mechanism of multi-domain network
slicing takes into account the behavior of the BGP control plane and SR capa-
bilities for establishing and configuration of the data plane slice in a hop-by-hop
way. It considers a distributed database for domain-specific announcements of
computing capabilities. With this, NASOR performs network slicing and makes
the connectivity between VxFs spanning across multi-domain feasible.

The main contributions of this paper are: (1) an extension of the ETSI
method to deploy network services; (2) an iterative BGP-based process to estab-
lish multi-domain network slicing; (3) a distributed mechanism for exchange
compute resources capabilities across multi-domains; (4) feasibility assessment
of the Lightweight DNS as an edge-aware approach to handling essential network
functions; (5) a state-of-the-art taxonomy for end-to-end multi-domain network
slicing.

The remaining of the paper is organized as follows: In Sect. 2, we place our
work in context of related work concerning multi-domain slicing establishing.
In Sect. 3, we describe our solution and its features to cope with state-of-the-
art challenges. Section 4 describes a proof-of-concept scenario and the evalua-
tion methodology to asses our solution feasibility. Section 5 presents the results,
following in Sect. 6 summarizes our findings, and we point out some research
directions.
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2 Related Work

Below we describe some related work that relies on multi-domain slicing estab-
lishing and orchestration, and we bring a taxonomy for classifying state-of-the-
art approaches. There are numerous approaches that started the concept of
resource slicing such as X-BONE [18], VIOLIN [19], VINI [20], FlowVisor [21],
OFELIA [22] leveraged by enabler technologies mentioned above, networking
slicing has taken shape in academia and industry.

The Extensible Service ChAin Prototyping Environment (ESCAPE) materi-
alizes the UNIFY [23] goals by using Mininet, Click, NETCONF, and POX. It
has three intercommunication layers: Service Layer, Orchestrator Layer, which
interprets the request and allocates it to resources. The Infrastructure Layer
contains the resource management mechanism that carries out network, storage,
and compute. The ESCAPE control plane reaches VIMs on different domains,
but the data plane is limited to the SDN domain [24].

X-MANO Proposes a framework for deploying virtualized network services
for administratively and technologically different domains. The proposal estab-
lishes that the principles of confidentiality of each domain should be maintained
through the inter-domain data exchange interfaces. Scalability and political
issues rest with centralized control, as it is necessary to define in which domain
the central entity will be placed. Thus, the hierarchical approach may not be
adequate when considering the performance and focal point of failure over the
central entity. Thus, to address these issues, the NASOR introduces the con-
cept of distributed end-to-end slice control over a carrier-grade data plane [25].
Similarly, XOS brings a cloud operating system that manages hardware and
software resources in commodity clouds, private data centers, and clusters that
form across the network [26].

The OpenFlow in Europe Linking Infrastructure and Applications (OFE-
LIA) is a well-established approach to address experimenting challenges of new
network services from a geographically distributed perspective, by the popu-
larization of OpenFlow protocol [22]. Alternatively, 5GEx is a project proposal
that envisions a multi-domain service orchestration ecosystem with hybrid vir-
tualization technologies, inspired by the IPExchange concept [27]. Different from
NASOR, both use the VPN or SDN-based networking.

The OSM is an ecosystem aligned with the ETSI specification for VNF life-
cycle management. The OSM architecture contains three distinguished compo-
nents: MANO, VNF, and NFVI. Different from NASOR, the OSM provides
service connectivity through a cloud-native SDN-based data plane; therefore,
it is not possible to establish a multi-domain slice [28]. Similarly, the SONATA
architecture complies with the ETSI framework aims to provide a consistent and
integrated solution for complete virtualized network service life-cycle manage-
ment. Both solutions do not provide multi-domain slice establishing [29].

The NECOS project is based on the Lightweight Slice Defined Cloud (LSDC)
concept and materializes a Slice-as-a-Service approach that spans over multi-
ple cloud computing infrastructures. NECOS aims to address the challenges of
deploying applications and services by network operators and service providers.
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The inter-domain communication of NECOS takes into account the cloud net-
work domain, which can be SDN-based. Also, the NECOS connectivity approach
has gaps in to provide multi-domain network slicing [30].

A 5GinFIRE is a FIRE-based [31] ecosystem compliant with the ETSI NFV
reference model to provide a playground for application experimenting. Also,
5GinFIRE has advanced the state-of-the-art testbeds, including the scalability
of the ETSI MANO framework for defining and describing experiments and
proposing the concept of the vertical industry in the 5G mainstream [32].

Table 1 organizes contributions according relevant state of the art outcomes.
The Data-Plane Multi-Domain column is the ability to support data exchange
across multi-domains. The Control-Plane Multi-Domain column refers to the
ability to influence features and behaviors in different domains on service deploy-
ment. Controller Architecture characterizes the solution in terms of its core
component organization and peer interaction. The Network Place column cor-
responds to the geographic location of the Orchestration main component. The
End-To-End Slice refers to the applicability multi-domain network slicing to
provide data-plane connectivity from edge to core and spanning across other
domains.

The Inter-Domain Data Exchange highlights the enabling technologies to pro-
vide VxF connectivity. Deployment Place refers to the ability to deploy, from a
customer perspective, Indoor, Outdoor, or Hybrid services. Indoor deployment
befalls when service deployment occurs on top of domestic compute resources
(e.g., Raspberry Pi), or malls, airports, or sports stadiums. When outdoor, they
are deployed in base stations, back-haul, or core network. Legacy Network Com-
pliant refers to the ability to be embodied in an ISP without significant infras-
tructure and protocols modifications. Finally, the MANO Compliant column
proposes to define the solutions that fit the ETSI framework.

Table 1. State-of-the-art approaches comparison.

The state-of-the-art proposals aim to deal with multi-domain slice establish-
ing, and there are numerous well-established commitments in the control plane
[33]. However, the data plane uses techniques known and traditionally oriented
to single domains (SDN, VLAN, and others).
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3 Network and Slice Orchestrator (NASOR):
Architecture

To address open issues regarding the deployment of VxFs on a multi-domain
scenario, we propose the NASOR1 solution. The architecture is three-layered,
which brings scalability, customization, and domain independence. It comprises
the layered architecture sketch, as shown in Fig. 1, the Edge, WAN, and Core
Controllers.

Components managed by Edge Controller communicate with each other asyn-
chronously. Slice Mapper operates as Mux/Demux of slices, binding a container
to a virtual interface, and instructs the interface to encapsulate in Service Slice
Identifier (SSI) packages for differentiation between slices. Slice information is
persisted in distributed Domain Information Base (DIB) repositories. They are
subdivided into: inter-domain, where information shared across domains, such
as Network and Orchestrator (NANO) agents, is persisted. Also, intra-domain
refers to technologically and politically unique information from each domain,
such as routing policy and ingress and egress entities.

Fig. 1. NASOR architecture – comprising: edge controller, WAN controller, and core
controller

The Service Discovery agent presents to users, upon request, with a set of
service slices (such as CDN, lightweight DNS servers) available for deployment
and use at the edge. We consider as a service slices containers which are logically
interconnected and virtual machines in a multi-domain perspective that perform
defined functions. According to [32], we refer to the concept of virtualized net-
work functions as virtualization of any service namely VxF.
1 Artifacts available at https://github.com/romoreira/EdgeComputingSlice.

https://github.com/romoreira/EdgeComputingSlice
https://github.com/romoreira/EdgeComputingSlice
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Edge Inventory agent, through two approaches, monitors edge capabilities.
The resource management approach, by a probe, deals with hardware features
such as memory, CPU, and Storage. Catalog management handles hardware
characteristics as owners, roles, and deployed service slices. The NASOR solution
is capable of deploying VxF in indoor (user home, mall, and others) and outdoor
(service provider cloud and MECs) domains over bare-metal hardware or ARM.

Next is the WAN Controller, which contains the Slice Forwarder, WAN Topol-
ogy, and WAN Resources Management modules. The Slice Forwarder module
establishes a data plane between WAN elements that provides Edge to Core
domain connectivity, and this logical connectivity happens through the label-
switched path (LSP) through an MPLS network. The labels used in this app-
roach are persisted in the DIB of each domain. WAN Topology, through the
neighborhood protocol, maintains state and connectivity between entities. The
WAN Resources Management module identifies the hardware state (ports and
capacity) of L2 entities to handle SLA aspects described in the NSTD.

At the topmost layer is the Core Controller, through its agents ensures the
persistence of slices across routing devices and between neighboring domains.
Inspired by the inter-network operation of the Internet, the NASOR solution
ensures that edge entities from each domain are being connected according to
on-boarded service policy. Core network entities use the concept of segment
routing to distinguish and route slice traffic properly. SID policies are used to
identify slices on inter-domain data-plane.

The Intra-Orchestrator Exchange (Intra-OEx) and Inter-Orchestrator
Exchange (Inter-OEx) modules forwards slice deployment requests between
underlying controllers and to neighboring domain core controllers. Also, these
modules directly access the two DIB levels: intra-domain and inter-domain. The
first contains information regarding the routing algorithm, topology information,
ingress and egress entities between network levels, and available target MANOs.
The second one persists information shared across domains, NANO agents, and
service deployment capability matching.

3.1 Edge Agent

Within three Python 3.7 scripts, Edge Agent performs its functionalities. They
run alongside Docker and LXD container managers. We adapted the container
creation and network port assignment process; as a result, the container interface
is attached to Open vSwitch (OvS) on launching time. Slice Mapper queries the
domain repository to choose which SSI will encapsulate the packets from the
container. As proof-of-concept, we used MPLS labels as in [34].

The Service Discovery performs a query in the intra-DIB repository and
presents the service slices available on the domain. A Service Discovery query
made from another location may eventually bring other services. The Edge Inven-
tory implementation is a script that reads from top command the Raspian system
statistics and publishes them to the domain repository. We built the DIB repos-
itory with the Apache Geode mainly because of its data storage format (JSON
and key-value).
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3.2 WAN Controller

The WAN Controller is an SDN application that runs on top of the Ryu con-
troller. We choose Ryu as a build-block solution because it is open-source, per-
forms well, and it has campus domain compatibility [35,36]. The WAN Controller
defines an LSP from the ingress switch to the egress switch, where it goes to the
core domain. Packets from containers are labeled when they enter the WAN
domain, and they are treated according to the MPLS label.

The WAN Controller topology engine is an extension of the Ryu Topology
application, which is based on LLDP. Also, viewing entities and their connections
is possible by the extension made on the NetworkX package. WAN Controller
uses the topology to define LSPs for service slices and to apply QoS policies.
The resource manager receives sFlow (of each switch) statistics and persists it
on DIB.

3.3 Core Controller

This controller comprises three main components: NANO, a listener applica-
tion that triggers asynchronous messages to underlying controllers, and parallel
domain controllers in order to deploy a multi-domain slice. Messages are car-
ried by the second component, the OrchestratorExchange, which communicates
with domain controllers and neighboring NANO controllers. The message con-
tent contains the service descriptors (ETSI-based), the request identifier, and
the origin (ASN).

Algorithm 1 describes the NASOR procedures to build multi-domain network
slicing establishing. The algorithm output is: for every Router that belongs to
the shortest-path computed by the BGP control plane, establishing an especial
data-plane which we call network slicing. Interactively, it checks if the current
Router is the slice target, and it configures the SIDs, and Policies (colors) or
forwards to the next Router.

The third component of the Core Controller build-block is the managers of
VIM plugins. The NASOR framework carries Open Source Mano (OSM) com-
patibilities for deploying VxFs on bare-metal infrastructures. Also, the Core
Controller uses xmlrpc-based API of Open Nebula Edge 5.8 to provide con-
tainer deployment as a service slice on edge. In the Core Controller, the control
plane communicates with Quagga-based routers through South-Bound Interface
(SBI), a gRPC-based customized from [37]. NANO uses that interface to install
SID as part of the slice configuration in the onboarding process. Another gRPC-
based SBI has been developed that watches topology modifications to change
the assignment of SIDs and policies.
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Algorithm 1. Multi-Domain Network Slicing Establishing (MD-NSE).
Result: ∀ R ∈ {BGP Shortest–Path} → Multi-Domain Network Slicing Establishing

GET from DIB Router specifications and Slice details from NSTD;

while R is not slice target do
Configure in shortest Path: SIDs and Policies from DIB and NSTD file;

if R == Border Router then
Forward NSTD to neighboring NANO;

else
R = R → Neighbor;

end
end

4 Evaluation

To assess the NASOR suitability to provide VxFs deployment in multi-domains,
we propose the Lightweight DNS use case. As depicted in Fig. 2, the scenario
explores its ability to ensure the cross-domain slice establishing of VxFs and the
applicability of edge computing as enabling technology to decrease application
latency. NASOR receives via NBI the VNFD, NSD, and NSTD files containing
VxF MANO-compliant specifications as well as the multi-domain slice descriptor
that includes the ASs involved in the slice. For the experimental scenario, OSM
5 is used, which manages an OpenStack-based VIM with previously configured
images. We built the VxF Lightweight DNS on top of an Ubuntu-16 image with
the Bind9 application to run as bare-metal VM and container-based.

Figure 2 depicts three domains (ASs) wherein the BGPv6 routing algorithm
establishes the data plane. Each router embodies the SR implementation that
enables it to assigns SIDs and policies to the shortest path interfaces and services.
On top of the illustration, the NANO entity receives the manifest files carrying
the service descriptors and forwards it to the Core Controller and OSM. Thus,

Fig. 2. Experimental setup of inter-domain end-to-end slice establishing.
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based on Algorithm 1 queries the DIB and NSTD to install SIDs and policies
on interfaces take into account the shortest path measured by the BGP control
plane.

Before VxFs inject packets targeting its destination, they add a header to
the package; the Segment Routing Header (SRH) comprises the predefined path
to span slice across multi-domain networks. In establishing a slice process, upon
finding the domain boundary, the information enclosed in the manifest files defin-
ing the service reaches to the NANO entity of the other domain. When the slice
creation is complete, the Core Controller forwards to the WAN Controller (in
the same domain) the specification to properly setup switches in order to mate-
rialize slice on the underlying layer. Lastly, it enables Edge Agent to configure
container interfaces on edge to properly direct packets to the ingress/egress slice
interface.

4.1 Evaluation Methodology

In order to validate NASOR, we propose two experiments: the first one highlights
the suitability of our multi-domain slicing approach in order to improve the
end-user perception of DNS lookup response time. To this end, we measure
the latency of DNS lookup perceived by end-users in multi-domain established
slice by using the Namebench tool [38]. The second, we measure the end-to-
end latency overhead caused by the processing of multi-domain slice capable
packets (SRH) using the Flent tool [39]. We verify the performance of our multi-
domain network slicing approach against the non-slice capable baseline scenario
and VPN based. All experiments considered a network without congestion and
extraneous data.

Similar to the methodology of [40], we evaluated the performance of VxF
LW-DNS described and deployed according to the ETSI specification on multi-
domain infrastructure. The VxF LW-DNS is hosted on a Raspberry PI 3 and
receives DNS queries by the VxF Client through the multi-domain established
slice. Mostly, home users use the DNS service provided by their ISP [40], alter-
natively with VxF LW-DNS we propose new findings regarding edge-based DNS
against to Google DNS and OpenDNS.

Studies such as [41,42] introduced and evaluated the benefits of DNS closer
to end-users, however, we brought the concept of Local DNS to an edge comput-
ing use-case. To avoid biases in the responsiveness metric of the DNS service,
we consider from the Alexa [43] base the 2,000 most popular and 2,000 least
popular queries. The main goal is to answer the following questions: Is it sta-
tistically better to use high-performance DNS infrastructures rather than edge
computing approaches? What is the time overhead that packages experience in
multi-domain network slicing (established through the NASOR approach)?

5 Results

From the graph depicted in Fig. 3a, we can infer there is no statistical perfor-
mance advantage by using DNS infrastructures such as Google DNS or OpenDNS
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against LW-DNS. The response time of a DNS lookup, ignoring cache hit, of VxF
LW-DNS compared to Google DNS although higher than average, considering
the 95% confidence interval are statistically equal.

Additionally, in Fig. 3b the cache hit scenario shows by the accumulated
probability graph that 95% of the cache hit queries will provide the end-user
a response experience of up to ≈ 12ms whereas Google DNS and Open DNS
greater than ≈ 43ms, i.e. a response time ≈ 3 times longer. According to the
study [44], most user DNS lookup is known, so user perception can be improved.
Therefore, it is reasonable to question why high-performance DNS approaches
such as Google DNS or OpenDNS are seen in scenarios with security and privacy
constraints [45–47].

(a) LW-DNS: Querry. (b) LW-DNS Cache Hit.

Fig. 3. Measurement performance for multi-domain network slicing.

The processing overhead of introducing NASOR as a multi-domain slice app-
roach as illustrated in Fig. 4 is ≈ 6%. Thus, it is 95% certainty that the latency
experienced by a VxF on a multi-domain slice is between 1.59ms and 1.70ms.
Traditional FlowVisor or VPN-based network slicing approach (e.g. OFELIA [22]
or 5GinFIRE [32]), albeit in pretty different scenarios, experience significantly
higher latencies than the scale in question [21,48,49]. For the experiment, a VxF
client and server logically connected via VPN experience latencies from 6.45ms
to 7.40ms. The baseline value is the end-to-end delay experienced by two VxF
deployed in distinct domains without any inherent network slicing peculiarity as
per the scenario in Fig. 2.

There is no predefined path that takes packets from a domain A to domain
B, so the baseline latency refers exclusively to routing IPv6 packets as the least
cost path. On the other hand, the overhead in the slice-based approach occurs
through the processing of the passing SRH packet and the routing to the lowest-
cost path computed by the BGP control plane. In the baseline scenario, it is
not possible to establish quality metrics as they are subject to the multi-domain
best-effort policy. In contrast, the NASOR approach makes it possible to apply
QoS policies to multi-domain established slices.
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Fig. 4. Multi-domain network slicing overhead by using SRH.

6 Concluding Remarks

In this work, we propose and implement a multi-layered approach for multi-
domain networking slicing establishing based on the BGP control plane named
NASOR.

Through a taxonomy, we highlight the potentialities of our proposal against
its peers. We demonstrate NASOR’s advances in making inter-domain VxF
deployment complaint with ETSI framework through SR. We built and vali-
dated the proposal for a distributed database (DIB) that persistently maintained
technological and political aspects of domains, as well as information from inter-
domain computing resources. Finally, we leverage our solution as a holistic and
end-to-end approach to providing multi-domain slicing establishing.

Additionally, we showcase that as state-of-the-art points out, edge-based
VxFs deployed closer to end-user could enhance its experience, especially for
latency-sensitive applications. Also, we exploit the capabilities of NASOR to pro-
vide deployment in indoor and outdoor scenarios, opening the range of solutions
of this nature. Also, edge-based DNS proposal affords considerable performance
against traditional ones, as well as could leverage the level of security and pri-
vacy. Furthermore, we do not assert that it is always statistically better to use
high-performance DNS approaches against edge-based. Our findings have shown
the additional overhead on the SRH-based slicing proposal. Also, we conclude
that it could not significantly compromise the performance of the service slices.

For future work, we are working on a forwarding plane considering technolo-
gies such as DPDK and VPP to address Ultra-Reliable Low-Latency Commu-
nication (URLLC) slices requirement. Also, we propose to evaluate the perfor-
mance of VxF slices in a network with distinct traffic.
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